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1. CIL ULOHY

Seznamili jsme se z technologii Ethernet to i odddnkce Gznych sfovych komponent (HUB,
Switch). Zapojen byl také router, ktery umo¥al snérovani na zaklag3. vrstvy OSI modelu
(IP adres...).

2. ZMERENE VYSTUPY

Ping mezi PC1 a PC2 préitd po propojeni progednictvim nakonfigurované 8iEthernet
v paradku. Nyni nasleduji poZzadované vystupy. Phielziedrini protokolu uvadim jen vystupy
na PC ,napravo“, samégjme ale et odchytané komunikace Wiresharkem na notebooku.

“& COM 1 - Hyperterminal g@@

Soubor  Opravy Zobrazit Zavolat Pfenos  Mapowéda

DE =23 DO

SH dolelishow wlan *~
YLAN Mame Status Ports
1 defaul t active FaB/2, FaB/3, FabB/&, Fab/s

FaB/6, FaB/{, FaB/8, Fab/9
FaB/10, Fab/12, Fab/13, Fab/14

FaB/15, Fab/16, Fab/17, Fab/18
Fab/23, Fab/24, GiB/1, GiB/?2

163 VLANB163 active FaB/11

1002 fddi-default act/unsup

1803 token-ring-default act/unsup

1004 fddinet-default act/unsup

1805 trnet-default act/unsup

YLAN Tupe SAID MTU  Parent RingNo BridgeNo Stp BrdgMode Transl Trans?2

1 enet 100001 1500 - = = = = 0 0
63 enet 100063 1500 - = = = = 0 0
163 enet 100163 15600 - = & = =2 0 0
1002 fddi 101002 15608 - - - - - 0 0
1003 tr 101003 1500 - = = = = 0 0
1004 fdnet 101004 1500 - = = ieee — 0 0
1085 trnet 101005 15600 - = & ibm - 0 0

Remote SPAN VLANs

Primary Secondary Type Ports

SH_dole#t .

E w
0:23:43 pfipojen Autodetekce 9600 8-M-1 123

Obr. 1 Vystup z gikazu ,show vlan“

Obr. 2 Odchytani provozuipzadani ,ping* Wiresharkem



‘¢ COM 1 - Hyperterminal

Soubor  Upravy Zobrazit Zavolat Pfenos  Mapowvéda
SH dole#ish spanning-tree o

YLANBBA1
Spanning tree enabled protocol 1eee
Root ID Priority 20481
Address B00e . 836b.02cH
This bridge is the root
Hello Time 2 sec HMax Age 20 sec Forward Delay 15 sec

Bridge ID Priority 20481 (priority 20480 sys—id-ext 1)
Address B00e . 836b.02cH
Hello Time 2 sec HMax Age 20 sec Forward Delay 15 sec

Aging Time 15

FaB/1 Desg FWD 19 128.1 P2p
FaB/2 Desg LRN 108 128.2 Shr
YLANBB63

Spanning tree enabled protocol ieee
Address B0Be . 836b . 02cH
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 20543 (priority 20480 sys—id-ext 63)
Address BBBe . 836b.02cH
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Hbr Type
Faf/1 Root FWD 19 128.1 P2p
D:;Z_:IE pfipajen Autodetekee 9600 §-M-1 123 =

Obr. 3 Vystup z fiitkazu ,show spanning-tree” tast



“& COM 1 - Hyperterminal |E|EE|

Soubor  Upravy Zobrazit Zavolat Pfenos  Mapowvéda

Root ID Priority 20543 ~
Address BBBe . 836b.02cH
This bridge 1s the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Hello Time 2 sec Hax Age 20 sec Forward Delay 15 sec

Aging Time 15

Interface Role Sts Cost Prio.Nbr Tupe
FaB/1 Root FUWD 19 128.1 P2p
FaB/?2 Altn BLK 100 128.2 Shr
VLANG163

Spanning tree enabled protocol ieee
Root ID Priority 16547
Address A0Bb . 5T84 . cB4D
Cost 1

9
Port 1 (FastEthernet®/1)
Hello Time 2 sec HMax Age 20 sec Forward Delay 15 sec

Bridge ID Priority 20643 (priority 20480 sys—id-ext 163)
Address BB0e . 836b.02cH
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Nbr Type

FaB/1 Root FWD 19 128.1 PZ2p

FaB/2 Altn BLK 188 128.2 Shr

FaB/11 Desg FWD 19 128.11  P2p |

SH_dolett !
0:43:53 pfipojen Autodetekee 9600 §-M-1 123 .

Obr. 4 Vystup z fiitkazu ,show spanning-tree” 2ast



AWINDOWS\system32\cmd. exe
tsrping 192.168.63.111 -t

Piikaz PING na 192.168.63.111

i
¥

délkou 32 hajti:

Eédusti.
zédnstl.
Zadosti.

- ra - ]

Casovy limit
tasouvy limit
casovy limit

Easovy limit

Zadosti.

192.168.63.111:
192.168.63.111:
192.168.63.111:
192.168.63.111:
192.168.63.111:
192.168.63.111:
192.168.63.111:
192.168.63.111:
192.168.63.111:
192.168.63.111:
192.168.63.111:
192.168.63.111:
192.168.63.111:
192.168.63.111:
192.168.63.111:
192.168.63.111:

hajty=32 &
hajty=32 &
hajty=32 &
hajty=32 &
hajty=32 &
hajty=32 &
hajty=32 &
hajty=32 &
hajty=32 &
hajty=32 &
hajty=32 &
hajty=32 &
hajty=32 &
hajty=32 &
hajty=32

hajty=32

A A A B B A B

=1ims

€

- ra ] ]

Casovy l}m}t
tasowy 1}m}t
Casovy l}m}t
tasowy 1}m}t
Casovy limit
casovy limit

Eédusti.
Zadosti.
wr J [
E?dﬂstl.
Zadosti.
wr J [
E?dﬂstl.
Zadosti.

122.168.63.111:
192 .168.63.111:
122.168.63.111:
192 .168.63.111:
122.168.63.111:
192 .168.63.111:
122.168.63.111:
192 .168.63.111:
122.168.63.111:
192 .168.63.111:
122.168.63.111:
192.168.63.111:

hajtuy=32

hajty=32

hajtuy=32 &
hajty=32 &
hajtuy=32 &
hajty=32 &
hajtuy=32 &
hajty=32 &
hajtuy=32 &
hajty=32 &
hajtuy=32 &
hajty=32 &

ping pro 192_168.63.111:

4

=1im=

R N Tt

1ims
ims
1ims
ims
1ims
ims
1ims
ims
1ims
ims
1ims
ims
1ims
ims
IT
ims

ims
IT
1lms
1ims
1lms
1ims
1lms
1ims
1lms
1ims
1lms
1ms

TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
L=127

TTL=127

TTL=127
L=127

TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127

Pakety: Odeslané = 38, P#ijaté = 28, Ztracené = 18 {ztrata 26x).
PiibliZna doba do piijeti odezuvy v milizekundach:
Minimum = Bmz,. Maximum = 1imsz, Pramér = Bms

Obr. 5 Ukazka pgeruseni a ofiovného navazanitppreruseni trasyipaktivovaném spanning-tree




Mo, - Time Source Destination Protocol Info

1 0000000 162.168.165.111 B9, 202.157.138 TCP 1810 » http [SvYM]
2 0.001042 192 165, . 152,168 ER ICMP DEsTInatian Unreas
3 0.034070 162.1658.63.111 1592.1658.63.255 MNEMNS rame query NE U35
5 0.F1l3505 1G2.1658.63.111 1592.1658.163.111 ICMP Echo (ping) regues
6 0713715 162.168.165.111 162,165 63,111 ICMP Echo (ping) reply
7 0713655 162.168.165.111 162,165 63,111 ICMP Echo (ping) reply
5 (0. FE0480 162.1658.63.111 162,168, 63,255 MNEMNS rame query NE U35

= Frame 4 (78 bytes on wire, 78 hytes captured)
Arrival Time: apr 7, 2008 11:32:11.684 528000
[Time delta from previous captured frame: 0.679187000 seconds]
[Time delta from previous displayed frame: 0.679187000 seconds]
[Time =ince reference or first frame: 0.713257000 seconds]
Frame humber: 4
Frame Length: 78 bytes
Capture Length: 78 bytes
[Frame 9= marked: False]
[Protocols in frame: ethivlan:ip:icmp:data]
[Coloring Rule MWame: ICMP]
[Coloring rule string: icmp]
= Ethernet II, Src: Asustekc_00:T5:7f (00:13:d4:00:F5:7F), Dst: Cisco_10:82:60 (00:0c:30:1
= Destination: Cisco_10:82:60 (00:0c:30:10:82:460)
Address: Cisco_10:82:60 (00:0cC:30:10:82:60)
[ ¢ Is bit: Individual address {unicast)
1 LG hit: Slobally unique address (factory default)
= Source: AsustekC_00:f5:7F (00:13:d4:00:F5:7F)
Address: asustekc_00:T5:7F (00:13:d4:00:F5:7F0
N o Iz bit: Individual address (unicast)
0. La bit: Globally unique address (factory default)

- 802.1g virtual LAN
000, e Priority: O
o (o =S B )
0000 0011 1111 = ID: 63
Type: IP (0x08000
- Internet Protocol, Src: 192.168.63.111 (1%2.168.63.1110, Dst: 192.168.163.111 (192.168.1
version: 4
Header length: 20 bytes
# Differentiated services Field: Ox00 (DSCP Ox00: Default; ECM: 0x00)
Total Length: &0
Identification: 0Oxdf82 (57218)
# Flags: Ox00
Fragment offset: O
Time to liwe: 128

0000 00 Oc 30 10 B2 &0 00 15 d4 00 T5 77 00 3T . 0.. .. ....IKA°7
0010 O 00 45 00 00 3¢ df 82 00 00 B0 Ol T7 Oe <O aB polS0a300 cooooooc
0020 3F 6F <0 a8 a3 6F 05 00 F1 Sb 03 00 d9 00 81 &2 7o...0.. g[....ab
0030 63 A4 B85 66 67 68 69 6a 6h 6c 6d Ge &6F FO F1 V2 cdefghij klmnopgr
o040 F3 V4 OFh V6 77 6l 62 63 64 65 65 67 68 69 stuwwabc defghi

Type (eth.typel, 2 bytes P:44D: 44 M 0

Obr. 6 Zobrazeni protokolu odchytaného Wiresharkem poziguiag na PC, zttazréno zahlavi VLAN



3.ZAVER

Uloha nazora ukazala nejen propojeni Ethernetem, ale.rapé funkci spanning-tree
protokolu. Ten bylo nutné aktivovat, pokud jsmé&zeni propojili do smiky, jak je znazoréno
v ndvodu k Uloze. Pokud jsme pak vypojili kabékgpktery probihala komunikace, provoz se
automaticky peklopil do neporuSené&itve, coz, jak je vidt z Obr. 5, gjakou chvilku trva.

PC nekomunikuji navzajentimo mezi sebou, ale‘'gs router (do & a zase z &).

PrenasSené ramce obsahuji zahlavi, jak je definoviamalardem IEEE 802.1Qf#iRmo to
vyplyva z analyzy Wiresharkem a na Obr. 6 jedtjide opravdu se zde objevuje identifikator
0x8100, ktery ukazuje, Ze ramec je &kwvany. Tohoto zfisobu se pouZziva, abychom mohli
vytvorit jednotlivé virtualni sit (VLAN).

Pridané zahlavi ukazuje nasledujici informace:

- Priorita (prakticky 4ifidy priorit, uZiti @i pretizeni segmentu): 0

- CFI (bit ucujici format MAC adresy): 0 (a to pro Ethetr ma byt)
- VLAN ID (dvanactibitovy identifikator VLAN si): 63

Do zapojeni je umish HUB, abychom mohli odchytavat komunikace meznptivymi PC.
Je to jednoduché #aeni, které pouze z jednoho portu posle vSe raragtorty. Proto také
nemize podporovat protokol Spanning-Tree, jelikoZ j@aol jeho moznosti, protoZze neumi
Jnteligentn® smérovat®.



